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Overview of DevSecOps
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What is DevOps?
IF “III I}AH.II[HH[ DEVOPS DevOps is a set of principles and

practices which enable better
communication and collaboration
between relevant stakeholders for the
purpose of specifying, developing,
continuously improving, and operating
software and systems products and
services [1]

LR [TE R H {78 What isn’t DevOps?

Systems Engineering, Tools, Waterfall

[1] IEEE 2675 DevOps Standard for Building Reliable and Secure Systems Including Application Build, Package and Deployment
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Why Agile AND Lean AND DevOps?

Agile Alone

Agile + Lean

Tends to focus

just on small software

teams

« DOD context

typically bigger,
more complex

Tends to assume that

direct delivery to

customers

is feasible

« Adds typical hardware,
system, and business/
management teams

» Adds principles and
practices that reflect the
larger complex system
context

« Adds consideration of
stakeholders like DT/OT
(dev test and opn’l test)
and certification

Agile + Lean+

DevOps

Adds fast feedback
technology
infrastructure for
continuous
architecture,
continuous integration,
continuous deployment
Particularly adds to
Agile teams’ efficiency
and effectiveness in
execution
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DevOps is Newer

The birth of DevOps was Patrick Debois’s desire for “Agile Infrastructure.”
DevOps started as a grassroots movement—of practitioners, by practitioners.
It caught on, went viral, not because of hype, but because of real results.
—it’'s decentralized and open to all.

2009 Continued MNew tools 2012-2014

San Jose, CA conversation emerged Vendors flood in and
Velocity on Twitter took it mainstream
Conference (#DevOps)

2009 2010 201 2012 2013 2014
2011
2009 Gartner caught
Ghent, Belgium Global on and predicted
First DevOpsDays movement enterprise
Conference spawned adoption
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DevOps is an Extension of Agile Thinking

Agile DevOps
Embrace constant change Embrace constant testing, delivery
Embed customer in team to internalize Embed operations in team to internalize
expertise on requirements and domain expertise on deployment and maintenance
Analyze Plan Design Develop Build Maintain
Development ) Operations
' Testing )
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Agile Team Concept

 Cross-functional
team agrees to what
can be accomplished
In a sprint

» Teams are incentivized
to help each other

* The team provides a
demo to the customer
at the end of the sprint

e Customer and

Oct1 2 3 4 5 :
. leadership can
Sprint 2 .
correct course during
9 9 10 " 12 next sprint
2 mor * Demo Day
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DevOps Team
Cross-Functional Dev Team,

coox Including IT Operations

anz‘.;m@“ “onner * IT Ops included early in development —

‘ deploy to ops-like environment EARLY
£ . .
—' « Automation enables fast testing and
deployment
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Why This Matters: Waterfall Timeline Complications

In a waterfall scenario, integration and testing only occurs at
the end of the timeline after months of Development /
Operations / Security work.

Dev &%

Dev

2
3
8
L
o
—
g

Sec

Time Line (Months)
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The cost of change increases exponentially over time
with the traditional waterfall structure.

Cost of
Change
Requirements Analysis Coding Testing in Production
and Design the Large
TIME
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Wh This Matters: DevOps Timeline

e
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Why This Matters:

DevOps Waterfall Hierarchy

1se) ¥ ayeuBoqu)
1801 ¥ syeiBeyu)
1s0) ¢ ayeuBoqu
1891 ¢ ayeabaqu
18 ¥ sjeiBayu)
1se) ¢ ayruBaqu)
1s9) ¢ jiBoju)
159 ¢ ayeuBaqu)

1991 ¥ ymaBau

Time Line (Days)

Time Line (Months)

Switching to adopt DevOps practices can reduce the current
required time to integration and testing from months to days.
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Key practices of DevOps

 Feature to deployment

* [terative and incremental
development

« Automation in every phase of
the SDLC

» Continuous feedback

* Metrics and
measurement

« Complete engagement with all
stakeholders

» Transparency and traceability
across the lifecycle

Carnegie Mellon University Expanding DevSecOps to Embedded Systems; Is it possible?
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Benefits of DevOps

WATERFALL

$5555885888ss
$5555555558ss
$55555558s55s

S

Time Is

» Reduced errors during deployment

* Reduced time to deploy and resolve
discovered errors

* Repeatable steps

ko — Ve » Continuous availability of pipeline
%‘, and application
DEVOPS * Increased innovation time
Rsposiveto * Responsiveness to business needs
-~ C'Q' { o . age
iw(/{) C( % ﬁ Qo@zi Trac_eab_lllty_ throughout the
M application lifecycle
posplomy * Increased stability and quality
» Continuous feedback
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Might Seem Simple, but not EASY!

What Some People Think
Boundaries of DevSecOps is!
Automate repetitive, error-
prone tasks

Static & Dynamic Systems
Analysis

Performance dashboards

All roles collaborate

Dev, Ops, Sustainment have
stakeholders that understand
operational drivers

Dev & Ops support products
beyond delivery

Processes
&
Practices

Automation
&
Measures

. Value stream understanding
Syst hitected t t
‘ys em érc tectec to suppor SyStem Whole pipeline accounted for
integration and automation & ; ; ;
el Continuous integration,
Represents important quality Architecture automated test, virtualization,

attributes (scalable, secure, etc) ;(;I;]Zi;:z,nicrlptlng, Aiwieisd
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DevOps Has Four Fundamental Principles

1. Collaboration: creating ‘cross-functional’ teams

2. Infrastructure as Code: all assets are versioned, scripted, and shared where
possible

3. Automation: deployment, testing, provisioning, any manual or human-error-prone
process

4. Monitoring: any metric in the development or operational spaces that can inform
priorities, direction, and policy
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Reminder: sw Development Phases

Feature Request | ||
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Collaboration: Many stakeholders

IT Operations Business Analyst

Business Constraints

Deve|0per3 Legal Issues
User
Requirements

Performance
Market Needs

Functional

Require
Programming E

Code

Interface

Quality Assurance Information Security
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Collaboration: silos Inhibit Collaboration and poor
communication

IT Operations

Staf "ﬁ ,é’

Analysts

Development
Team

Quality
Assurance

T 1
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Infrastructure as Code (1aC)

A program that creates infrastructure,

Development
Team

Operations

Team

Provisioning script
+ App Code

Production ‘

A concretely defined description of the environment is good material for
conversation between team members.
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Automation : Continuous Integration (CI)

Manual Process

s Automated Process

o
A s""‘usmeedback

Project Team

!

Source Code

; Automated Automated

Repository Testing Deployment

(%)
App Code {'}
Infrastructure
code
Documentation Cuat
. ustomer
Production Visibility QA Team

Continuous integration is a process that continually merges a system’s artifacts, including source code updates and configuration
items from all stakeholders on a team, into a shared mainline to build and test the developed system.
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Automation : Continuous Delivery / Deployment (CD)

Development Test Stage Production
Environment Environment Environment Environment

> > >

Shift Left Operational Concerns Enforced by Continuous Delivery with parity across
various environment

Continuous delivery is a software engineering practice that allows for frequent releases of new software to
staging or various test environments through the use of automated testing.

Continuous deployment is the automated process of deploying changes to production by verifying intended
features and validations to minimize risk.
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Monitoring : DevOps metrics

« Without metrics there is no way to know if you are improving in your performance of

processes to answer :

Is the service delivering value to the users?

Is the service operating properly?

Are we achieving business goals?

Is the service secure?

Is the infrastructure adequate?

Is the service being attacked?

Can future needs be supported?

Are we able to plan new product? If so, how much?
Are we compliant?

Carnegie Mellon University
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Monitoring : DevOps metri

Earnings
Cash Flow

S pyramid

Business
Market Share @ |22 ]11:: 11~ New Business Service Enablement

Lead Time Customer Satisfaction

Epics Delivered Customer Response Time
Value
Release Cadence Objectives Set by Customers

Retention Skills Growth
Motivation/Morale Organizational Cross-Team Cooperation
Effectiveness
Responsiveness to Change Collaboration

Incidents . MTRS
Found to Planned Work Service M
Technical Debt Velocity TTV

Production Support

Cost per Transaction Users/FTE

Operational
Cost of Change/ Efficiency Servers/FTE
Release

© 2017 Gartner, Inc.
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Monitoring : Dashboard

Dashboards can hold a large amount of
information and are good in displaying
outliers to expected behaviors.

O L B B PR DR AR IR RO A A
LR 200TA T BRL B B S

Acquisition, product development, and programs
make many assumptions.
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Integrated Development Pipeline

1ssue Trechung
Systam

Communication
Sysiems
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Documentation

System Systaem
f
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System Ervircomaent
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Automation with 1aC, CI, CD

CONTINUOUS
INTEGRATION

CONTINUOUS
DELIVERY

Carnegie Mellon University
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DevOps Stack: Exemplary DoD tool stack
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RedHat OpenShift/CoreOS VMs/Container Services/Wind River Helix
Virtualized Platform/ESXi/Cloud
Hardware — Servers
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DevSecOps?

DevSecOps is a model on integrating the software development and operational process
considering security activities: requirements, design, coding, testing , delivery , deployment
and incident response.

Mature DevOps practices are constantly testing, deploying and validating that software
meets every requirement and allows for fast recovery in the event of a problem. As a
result we can easily say,

“DevSecOps is DevOps done right”
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Automated Security Analysis

Security automation across SDLC: Mature DevOps practices are 350 % more likely to integrate

74% automated security.
51%
43 % 45 %
38%
22%
17 %
I - l I )
Design / p Development » Build/Cl > During » Prior to release » Production » Throughout
Architecture QA / Test into production the process
m DevOps Elite Practices B No DevOps Practice
Carncgio Mellon Univorsity Expanding DevSecOps to Embedded Systems; Is it possible? [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution. 32

Software Engineering Institute 2020 Carnegie Mellon University



DevSecOps Overview

Culture

Create set of values that promote
collaboration across functional
areas towards a common goal

Communication

Drive common understanding
through transparency and
collaboration

Technology

Automate every phase to
ensure quality and rapid
delivery of value

Tools People
Employ tools to promote Empower individuals to come
transparency, collaboration, together as collaborative, cross-

and automation functional, self-organizing teams

Processes

Utilize lean practices to assure
sustainable delivery of value
and continuous improvement

Carnogio Mellon Univorsily Expanding DevSecOps to Embedded Systems; Is it possible? [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
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Think Security
from Inception to
Deploy and
Improve every
delivery

Carnegie Mellon University
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Agile practices+ Architecture + Process+ Culture =
Requirements for an Automated DevSecOps Pipeline
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HW/SW Development & _* &
Deployment \}
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Problem statement for large organizations

System Context

System Structure
Quantitative Information Flow
Heterogeneous Elements
Emergent behavior

Cultural Context

Organizational Structure
Qualitative Information Flows
Heterogenous Subculture
Mental Models

Interfaces Relationships
Nomenclature Language
(lill'll(‘}_"il‘ Mellon U vlli\('l'ﬁil} Expanding DevSecOps to Embedded Systems; Is it possible? [DISTRIBUTION STATEMENT A] Approved for public release and unlimited distribution.
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(Some of the) Problems We hear about on Large,
Complex Programs

« Lack of alignment among stakeholders on practices used to engineer,
develop, integrate, test, certify

» Lack of alignment among stakeholders on tools used to engineer,
develop, integrate test, certify

» Lack of transparency — data, measures, decisions — among
stakeholders

* “Nothing is done until everything is done”—large batch processes and
mindset

« Delays due to governance cadence are routine
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DevSecOps (DSO) Contribution to Solving Above Problems

Lack of alignment among stakeholders on
practices used to engineer, develop,
integrate, test, certify

Lack of alignment among stakeholders on
tools used to engineer, develop, integrate
test, certify

Lack of transparency — data, measures,
decisions — among stakeholders

“Nothing is done until everything is done”—
large batch processes and mindset

Delays due to governance cadence are
routine

DSO makes practices explicit for moving
through value stream to delivery

DSO uses a defined and agreed upon (by
all stakeholders) set of tools to automate
various aspects of value stream processes

DSO tools have the capability of enabling
transparency, where participants choose

DSO automation enables small batches to
flow through the value stream efficiently

DSO allows defined governance decisions
to be automated based on explicit criteria

Carnegie Mellon University
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The Problem - HW /SW integration

Traditional Software and Hardware Development and Test

>

A

Engineering Resources

>

Software

Hardwacé N Integration
. and Test >

Time and Risks

Embedded HW Availability Delays Final
Integration and Test

Software and hardware issues
identified late the development life
cycle costing schedule and cost impact.
HW/SW defects released into fielded
system

HW design spec verification Delay
Software architecture risks will not be
identified and mitigated until much
later in the software life-cycle
Requires expensive hardware and
association maintenance

Minimum support for PDR, CDR
milestone with working virtual system
M&S support Delay

HW & SW Design flaws identification delay resulting in cost and schedule overrun
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The Solution - HW /SW integration

A

Engineering Resources

/

‘—'—’ Time and Risks

First HW/SW Engineering Release.

Virtual Hardware Development and Test
Environment

Early Virtual HW Solves the Problem:

v

ANANEA NN

Embedded HW available Early for SW
(including firmware) & HW Integration and
Test

SW & HW defect identification early and
Minimizes Rework: Cost avoidance using
virtualization design verify design meets
requirements and design specification.

HW Support Design Specs verification
SIV&V analyst can perform dynamic analysis
Less expensive then hardware

Support for PDR and CDR milestone with
working virtual system

Architecture Risk Mitigation

Higher Fidelity capability for M&S and
Training environment early

Utilization of Virtual Hardware Environments will Accelerate Government’s Ability to
Assess Embedded SW and Provide Detailed SW Analysis

Much Earlier in the Development Cycle
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DevOps Helps, But There Are Barriers

Hardware Development Software DevOps
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Breaking Barriers
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What is a Virtual HW Environment

Real Hardware

UL L R

-
-
a: || @
L [estResults —

i Test Inputs  —| I I
prpep—p——rTE™ Utilizes Virtual Hardware

L2
Test Manager * %
= gl:: L]

Simulation

\/

_— When Real Hardware
is Unavailable
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How Does it Work?

Virtual Hardware Architecture
Utilizes a Scalable Hardware
B Confa lmpacion  Aelyse  Dabug  Sciptng Architecture to act as a simulated
— Hardware Platform for the Real
Heplicstion Hardware.

[~
o5
CPU
PmC
Em

Boot Code and Drivers

=
(=] =]
Timar

pedded Board

_— - Hosts the actual embedded software
Fonnestions - Expandable, powerful platform contains
multiple processors, 1/0 cards, memory
modules and network interfaces to perform
complex real-time computations
- Utilizes real-time operating system and time

synchronization to maintain accurate system
timing

Embedded Board
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Industrial DevOps Principles * — HwW/sw delivery

1. Visualize and organize around the value stream

2. Multiple Horizons of Planning

3. Base decisions on objective evidence of system state and
performance

4. Architect for Scale, Modularity, and Serviceability

5. Iterate / Reduce batch size / Get fast feedback

6. Cadence and Synchronization

7. Continuish Integration

8. Test Driven Development

* |T Revolution Industrial DevOps & Applied Industrial DevOps Paper
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Challenges — Example : Autonomous Vehicle

Modularity enables continuous flow in software and hardware

[ .
b o] Lo L
| T A Collision Avoidance E5g
Cotaion C-—[]_Vetice Contal '|‘* = Streamiet | =————@g—P—P—P—P— 999
e e ariet? > @-@— Obstacle Detection [}
\ oo | SSESS————8®—8®—®  Vehicle Control
\"T e Streamiet 4 a i— Camera .'

y ¥4 Ay )
-l
Radar Sensors |

DevSecops delivery pipelines for software and hardware

Software Development System Staging Production

ey @) | e

Virtual

Physicat AOperahonal

Hardware \ Virtual world world worid
Design Synthesis Vierificatian Manufacturing/ Installation/ ' Continuou-ish
Hardx/are Assembly OEE"F"E’” Integration
st @HNOWow ~ oW (©
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Example Solution: Autonomous Vehicle

Autonomous vehicles have similar complexity and human safety details as many of
the products that DoD currently do.

System Context Cultural Context

Powertrain
Engine Transmission
Electronic Control Unit (ECU) CEQ
Advanced Driver System
Front Camera

Right Merge Lidar

Communications

v
hse Vsoth, USEY HR Finance Markating Engitveenng Dperations

y/i _— 2 Back-up
-\- = Camera
Left Merge Lidar

‘«.""\. -
/.\1\ @ ‘\'\‘».
Lighting
Interior/Exterior
ECu

Chassis Steering and Breaking ECU
Accelerath
Sensor Management Network

Carnegie Mellon University Expanding DevSecOps to Embedded Systems; Is it possible? [DISTRIBUTION STATEMENT A] Approved for public release and uniimited distibution
48 Software Engineering Institute 2020 Garnegie Mellon Uriversity

48



Software/System development pipelines workflow

Develop Repository Build System Build System HW Test Production
(on check-in) (automatic, (automatic) (on availability) (onlapproval)
“Continu-ish” Integration sior PR s
@ o
J Proxy HW
I
3
[
Carnegie Mellon University Expanding DevSecOps to Embedded Systems; Is it possible? I ) Approved an 49

Software Engineering Institute

cccccccccccccccccccccccccccc



Takeaways

Carnglie Mellon University
Softgare Engineering Institute
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DevSecOps: People

DevOps requires heavy collaboration between all
stakeholders

_  Continuous secure design / architecture decisions
; @ =¥ & » Agreed-on environment / network configuration
» Continuous secure deployment planning
& » Continuous secure code review
DevOps requires constantly available, open

communication channels:

* Dev, Ops and Security together in all project decision
meetings, virtually or physical but sharing a common
collaboration environment

* Chat/email/Wiki services available to all team members
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DevSecOps: Process

Establish a process to enable people to succeed using
the platform to develop secure applications such that:

; = < communication is constant and visible to all
. y - tasks are testable and repeatable
ﬁ =) {} » human experts are free to do challenging, creative work
» tasks can be performed with minimal effort or cost

» teams have confidence in task success after past
repetitions

» deployment is faster, and quality releases are more
frequent
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DevSecOps: Platform

L
([

Where people use process to
build software:

* Automated secure environment creation

Test and provisioning
« Automated secure infrastructure testing
o ‘O y (I— : .
g _ B — — - Parity between development, QA,
— staging, and production environments
Staging « Sharing and versioning of environmental
configurations
Provisioning script o ] )
+ App Code — » Collaborative environment between all
| stakeholders
Production
Carnegie Mellon University Expanding DevSecOps to Embedded Systems; Is it possible? [DISTRIBUTION STATEMENT A] Approved for public release and uniimited distibution 53

Software Engineering Institute

2020 Carnegie Mellon University



Summary

Leveraging the power of HW/SW DevSecOps
pipeline for large complex systems is an industry
step change and the companies that solution this

problem first will increase transparency, reduce cycle
time, early HW/SW integration, test automation,

Increase value for money, and innovate faster.
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Some day we won't even need
coders any more, We'll be able
to just write the specification and
the program will write itself

And do you know the industry
term for a project specification that is
comprehensive ond precise enough
to generate a program?

Oh wow, you're right! We'll be
able to write a comprehensive and
precise spec and bam, we won't
need programmers any more!

CommitStrip.com
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For more information...

DevOps: https://www.sei.cmu.edu/go/devops
DevOps Blog: https://insights.sei.cmu.edu/devops
Webinar : https://www.sei.cmu.edu/publications/webinars/index.cfm

Podcast : https://www.sei.cmu.edu/publications/podcasts/index.cfm
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Thank You

Hasan Yasar

Technical Director, Adjunct Faculty Member
Continuous Deployment of Capability
hyasar@sei.cmu.edu

@securelifecycle
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